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Abstract—Applications requiring low-latency packet process-
ing are challenging for today’s network and service management
when resources are limited and must be shared. Containers are
suitable, but achieving connectivity between containers exclu-
sively in software is unsuitable for low-latency requirements. The
impact of network latencies in containerized environments has
received comparatively less attention, particularly in comparison
to research on virtual machines. This paper analyzes throughput
and network latencies in container-based networks on a sin-
gle host featuring single-root input/output virtualization, Linux
Containers, and commercial off-the-shelf hardware. We conduct
measurements using a state-of-the-art measurement methodol-
ogy to identify tail-latency behavior, achieving a resolution of
1.25pus. We evaluate a single flow in a line topology with up
to 64 containers and a complex topology with 38 flows and
12 container nodes. The experiments demonstrate that pinning
interrupt request handlers to non-uniform memory access nodes
increases throughput and decreases latencies. Furthermore, we
identify data translation lookaside buffer misses, rescheduling
interrupts, and soft interrupt floods as critical challenges causing
spikes in latencies while isolation remains impossible. Our find-
ings identify bottlenecks for real-time container applications. A
comparison with VM measurements shows that containers can
achieve latencies up to 60us lower. We support in this paper,
network and service management in deciding on the underlying
virtualization technology for packet-processing applications by
providing recommendations accordingly.

Index Terms—low latency, container, LXC, virtualization,
NUMA, single-root input/output virtualization, networking

This work is based on our paper presented at CNSM
2024 [1] extending it towards complex scenarios and resulting
recommendations.

I. INTRODUCTION

Virtualization enables resource sharing and on-demand pro-
visioning. Testing and validation in isolated environments help
mitigate potential issues that may arise later in the devel-
opment process. For instance, networks used for automotive
driving and their protocols require low-latency guarantees, and
testing is a significant challenge.

Furthermore, building expensive, complete hardware-based
systems or manual rewiring is only feasible for small systems
without additional on-demand requirements. As the system
scales, the complexity of setup and maintenance increases,
and human error becomes more likely. Network virtualization
and resource sharing help minimize costs by automating setup
and provisioning procedures.

Virtual machines (VMs) provide comprehensive isolation
by virtualizing a complete operating system (OS), including

the kernel. The hypervisor, a software layer, uses controlled
access and abstracted interfaces for VMs to access physical
resources. Due to this nature, VMs require a significant amount
of additional resources. Containers use kernel-level features to
establish an isolated sandbox at the process level and share the
kernel with the host OS as a lightweight alternative.
Deploying multiple containers on a single host is common in
digital twin environments, 5G slicing, and virtualized service
function chains using network function virtualization. These
scenarios require scalable, low-latency virtual network nodes
on shared hardware. Wiedner et al. [2] demonstrated that
virtual, software-based networking cannot achieve stable, low
latencies due to the unpredictable nature of virtual networking.
Additionally, they analyzed a hardware-assisted multi-node
network virtual setup showing that they achieved stable tail
latencies across different flows. Furthermore, Wiedner et al. [3]
demonstrated that, in general, a single container can provide
low latency with user- and kernel space networking. We can
leverage the benefits of low-overhead virtualization by using
containers alongside physical networking equipment. This pa-
per analyzes throughput and latencies by creating networks on
a single host featuring single-root input/output virtualization
(SR-I0OV) for NICs, Linux containers (LXC), and commercial
off-the-shelf (COTS) hardware. SR-IOV allows to share a PCle
device such as a NIC as multiple lightweight PCle devices
among virtual nodes such as containers or VMs. With this,
we aim to address the extent to which hardware-supported
LXC containers can perform similarly to VMs in terms of tail
latency in complex, multi-flow networks on a single host, and
what influences tail latency accordingly? With a single host,
we aim for a flexible way to run complex, multi-flow scenarios
without the requirement to rewire and reduce the amount
of hardware resources needed. Wiedner et al. [2] analyzed
as well a complex, multi-flow scenario on a single host,
however, using VMs as nodes. To achieve comparable results
with multiple containers, we first evaluate a line topology to
identify bottlenecks and then a complex network featuring
38 flows—with a flow representing a group of packets with
the same destination IP address and port—and 12 container
nodes to gain insight into complex scenarios and uneven
resource-sharing requirements. We use these two scenarios to
identify causes of tail latency in containers, depending on
the number of instances in use and the available physical
resources, and to identify potential optimizations that over-
come these influences. These experiments replicate situations



related to deploying multiple containers on a single host by
chaining many containers to model worst-case load and reveal
systemic bottlenecks. This extends the current state-of-the-
art by identifying possibilities to provide a network on a
single host using lightweight virtualization while achieving
low tail-latency. To contextualize our findings, we compare
our results for this complex topology with prior work based on
VMs. These investigations enable providing recommendations
on tuning possibilities, placements, scalability, and mitigation
considerations for network and service management when
utilizing container or VMs in low-latency networking.

a) Research Goal and Objectives: We aim to investigate
with this article to what extent SR-IOV-supported container
networking provides stable, low-latency performance in both
simple and complex network scenarios, providing recommen-
dations for their usage to improve the utilization of multi-
container-based systems and resources for network and service
management. This research goal also aims to introduce system-
level mechanisms to reduce latency in multi-container setups.
We especially want to test the hypothesis that SR-IOV-based
networking for containers can match or outperform VMs in
multi-flow topologies under comparable resource constraints,
and to show that using selected IRQ pinning methods im-
proves the overall latency and throughput of multi-container
systems. Furthermore, we want to identify whether, in multi-
flow topologies, tail latency is dominated by co-located high-
rate flows rather than hop count, and whether multi-queue
configurations reduce tail latency for multiplexed flows.

The main objectives of this paper are:

1) pinning interrupt request handlers (IRQs) to non-uniform
memory access (NUMA) nodes increases throughput
and decreases latencies, especially tail-latency, when
using per-core pinning,

2) insight into causes of high tail-latencies when using
container-based packet processing, such as data trans-
lation lookaside buffer (dTLB) misses, rescheduling
interrupts, and soft interrupt floods,

3) identifying influences of multi-flow cross traffic on tail
latency in concurring containers,

4) a comparison of latencies in container and VMs,

5) a detailed study of multi-flow, multi-node, and multi-
path scenarios and container chaining influences,

6) evaluation of influence factors and their importance
when scaling up the number of containers until 64,

7) recommendation for using containers and VMs based on
selected requirements.

b) Relation to Original Published Work: This paper
extends on Daichendt et al. [1] presented at the International
Conference on Network and Service Management (CNSM)
2024 in Prague, Czech Republic. In the original conference
paper, we analyzed only simple line topologies with a single
flow traversing through them with no additional multiplexing.
In this paper, we extend the analysis to a topology with
multiple nodes, flows, and paths traversing it, examine the
influence of lightweight container isolation, and compare it
to the same analysis performed on a tuned VM-based setup.
We extend our insights and recommendations, along with the
related state-of-the-art analysis based on the new insights we
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Figure 1. Comparison of VMs (left) and containers (right)

have gained. This extended analysis enables us to offer in-
depth insights into utilizing containers to assess networks, with
a focus on services that require low latency. Furthermore, we
focus in this article on the impacts on network management
and summarize technical details targeted at Linux kernel
engineers.
As such, we added the following new contributions, and
research evaluations beyond Daichendt et.al. [1]:
1) A multi-flow topology with 12 nodes and 38 flows
2) A detailed analysis of IRQ scheduling effects under
mixed-load conditions
3) A queue-configuration study
4) A direct comparison to VM-based networks under iden-
tical flow patterns
5) Strengthened recommendations for container versus VM
deployment depending on latency requirements
6) Relation of the findings toward the usage possibilities in
network and service management
c) Structure: The remaining paper is structured as fol-
lows: Sections II and III introduces the state-of-the-art and
methodology. Sections IV and V evaluate and discuss the ac-
quired data, including evaluations of both simple and complex
scenarios. In Section VI, we recommend scenarios in which
containers efficiently replace VMs and provide reproducibility
information in Section VII. However, Section VIII disclaims
limitations. We conclude in Section IX.

II. BACKGROUND AND RELATED WORK

This section provides a comprehensive overview of back-
ground information and related work focusing on containers,
SR-IOV, and the Linux network stack.

A. Virtualization Techniques

In cloud computing, software from numerous customers
runs on shared machines in isolated environments. Two virtu-
alization techniques are predominant: heavyweight VMs and
lightweight containers, as shown in Figure 1. The base shows
the hardware and the host OS, and the top part compares the
two variants. The right side of Figure 1 shows containerization,
including the container engine, and the left side shows a VM,
highlighting the additional overhead of the guest OS within
each system. VMs comprehensively virtualize an entire OS,
encompassing a kernel, at the system level.

Yadav et al. [4] describes that VMs offer strict separation
from the hardware and a complete OS. In contrast, con-
tainerization is less resource-intensive and highly flexible than



Table I
SUMMARY OF I/O PERFORMANCE CHARACTERISTICS OF VIRTUALIZATION
IN THE STATE-OF-THE-ART

Technique Sources Latency  Throughput
KVM VM (6181, [10] v NS4
Docker (51, [6] vV vV
LXC (1, (5, [71, (8], [10] v vV vV V'V

VMs due to separating only parts such as processes and the
networking space from the host OS. Containers are as shown in
Figure 1 a lightweight OS-level isolation with a shared kernel.
This work utilizes LXC due to its minimalistic approach.
Morabito et al. [5] show that LXC performs marginally better
than Docker but lacks convenience features.

Felter et al. [6] showed that a Docker container outper-
forms Kernel-Virtual-Machines (KVM)-based VMs in MySQL
throughput due to minimized overhead. According to them,
compute and memory access are nearly overhead-free, while
OS interactions and Input/Output (I/O) cause overhead due
to hypervisor involvement without direct passthrough of the
hardware to the virtualization. Sharma et al. [7] found LXC
to be 2% slower than bare metal across multiple bench-
marks. Moreover, they found VMs to be 3% slower than
LXC, though performance in I/O-bound processes was in-
ferior. Bessera et al. [8] confirmed the assessment. Further-
more, Sharma et al. [7] revealed that LXC, compared to
VMs, is more susceptible to noisy neighbors or adversarial
workloads, leading to resource deprivation for co-located
containers. These findings indicate that in I/O-bound and
memory-intensive workloads, containers outperform VMs, but
are more sensitive to concurrency. In our previous work [1],
we identified that the placement of Central Processing Unit
(CPU) cores and the memory used by the container are crucial
for maintaining consistent latency under multiple containers
and higher network load. Aqasizade et al. [9] analyzed key
metrics such as memory, network, and CPU performance
in comparison between different containerization and VM
solutions, stating that Docker containers provided, on average,
the best performance in comparison, without assessing latency.
These results show that containers, in general, are a good
choice for high-performance networking. The corresponding
performance characteristics are summarized in Table L.

B. Single-Root Input/Output Virtualization

Sharing a single Peripheral Component Interconnect (PCI)
device across multiple VMs or containers enables scalability
and resource sharing. To avoid using the host OS to handle
packet distribution, SR-IOV extends the PCI specification, en-
abling physical devices to present multiple lightweight virtual
functions (VFs) to the PCle bus and the OS. The device’s
physical function (PF) is a fully-featured PCI function for
management and configuration. A VF has separate send-and-
receive queues and shares the underlying physical resources.
It can be interrupted independently from other VFs and the
PF, resulting in minimal overhead, near line-rate throughput,

and low network latency due to reduced overhead, as outlined
by numerous studies [11]-[13].

Moreover, Dong et al. [14] demonstrated that SR-IOV
significantly reduces CPU utilization and can achieve near
line-rate throughput with up to 60 VMs in scale, but they
did not analyze the influence on per-packet latency. Further-
more, Liu [12] benchmarked SR-IOV against bare metal and
virtio devices—a virtual network device. Compared to bare-
metal, SR-IOV exhibited slightly higher network latencies
due to interrupt virtualization. Virtio performed roughly 5
times worse than SR-IOV, indicating that the technique is
infeasible for real-time applications even without stressing the
system. The SR-IOV throughput remained close to line rate.
Gehberger et al. [15] analyzed SR-IOV in combination with
DPDK and other access methods, showing that it in general
provides significant benefits, however, has challenges when
focusing on communication on the same node by using the
hardware switch as well as influences on each other from
noisy virtual functions, limiting the possibilities compared
to a direct hardware interface usage. In a separate attempt,
Hwang et al. [16] have analyzed the feasibility of using DPDK
instead of SR-IOV to accelerate network sharing through
user-space networking and high-performance switching on
the hypervisor, demonstrating a high-performance framework
with higher scalability. However, it uses additional CPU and
Memory resources on the hypervisor, reducing the maximum
number of containers possible; it also requires cores on the
NUMA node of the interfaces, reducing the benefits. As such,
we utilize SR-IOV instead.

SR-IOV has achieved great success in high-performance
networking and resource sharing. Related work states that PCI
passthrough in combination with SR-IOV reduces network
latencies due to less logic required to select the VF when using
SR-IOV [11]. Wiedner et al. [17] analyzed the performance
of internal, virtual connections versus SR-IOV in Mininet
and identified the superior performance of SR-IOV in terms
of latency, jitter, and throughput performance compared to
complete virtual connections, allowing to share a network
interface while still using the physical network connection.
However, they did not evaluate container in a mixed setup
with cross network traffic effects and their influences on tail
latency.

C. Network Stack of the Linux Kernel

Direct memory access (DMA) transfers received packets
from the PCle bus into the main memory. A DMA descriptor
determines the main memory location in the receive (RX)
queue, a ring buffer holding pointers to physical memory [18].
Packet loss may occur if processing is not swift, i.e., during
packet bursts, causing the hardware to overwrite data in the
buffer.

When data is copied into the main memory, the NIC raises
a hardware IRQ, notifying the CPU core handling the IRQ
based on configured affinities, or the OS scheduler decides if
not configured [19]. The OS prevents the NIC from raising
another IRQ until it clears the current one, reducing the IRQ
handler work to a minimum. The driver schedules a software



IRQ (softirq) to process the packets further and clear the
hardware IRQ, allowing the NIC to raise another one. Data
are copied into sk_buff, a kernel data structure used for
buffering frames that contain additional metadata, presented
as a double-linked list. This process leads to the networking
stack validating the packet layer by layer until it reaches an
application that further handles the packet, such as forwarding
or processing.

Modern NICs can have multiple RX and transmit (TX)
queues. Incoming packets are distributed using Receive Side
Scaling (RSS). RSS calculates a hash based on header in-
formation to determine the processing queue [20]. Therefore,
packets of a unidirectional flow are handled in the same queue
to avoid out-of-order processing. Each queue has its own
hardware IRQ, and the driver can merge all into sk_buff.

As the number of arriving packets increases, more time must
be spent handling interrupts. As a mitigation, the Linux kernel
implements busy polling, a form of interrupt coalescence,
with the NAPI. After reaching a certain threshold of packets
per second, the driver switches into poll mode and turns off
hardware IRQs [21]. A separate thread periodically polls the
RX queue for new packets. The number of packets to poll and
the cycle are adjustable. NAPI significantly lowers the network
latencies and increases throughput on busy systems, as shown
by Salim et al. [22].

Beiful et al. [23] created a model to predict latencies
introduced by the Linux kernel and drivers and compared
it against measurements. They observed that the interrupt
rate decreased as the packet rate increased, indicating the
successful transition from IRQ-based networking to NAPL

Further, exists multiple options to accelerate the perfor-
mance of networking with either moving the networking
process from the Linux kernel to the user-space using for
example DPDK which massively improves the performance
of the networking stack as we identified in [3] especially
for Intel-based machines; for the investigated AMD machine,
the influence of one container when carefully optimizing was
negligible. However, application support is required to bypass
the kernel, and as such, these are typical kernel-based network-
ing applications that are not directly supported [24]. Further
acceleration techniques, such as eBPF or XDP, allow for
increasing the performance of kernel-based networking but re-
quire either high-performance hardware support or application-
specific hooks to utilize them to their full potential [25].

D. Network Performance with Containers

Among various network isolation mechanisms, such as Xen
and OpenVZ, according to Xavier et al. [26], networking
within LXC with network namespaces achieved the highest
throughput and lowest latencies. While Linux-VServer per-
formed identically to bare-metal, it provided less isolation
because it sorted frames only by an identifier. Based on
Xavier et al. [26], networking namespaces are a good choice
for lightweight virtualized systems. Qi et al. [27] analyzed
different container interface plugins on Kubernetes in detail,
showing that, in general, accelerated networking outperforms
traditional container networking approaches; they, however,

did not analyze hardware-assisted techniques such as SR-IOV
or network interface injection. Additionally, Santos et al. [28]
evaluated the performance of Flanel as a typical container
interface plugin in a Kubernetes cluster. They showed, how-
ever, that more analysis is needed to identify a valid solu-
tion for low-latency, low-jitter traffic within such networks.
Furthermore, Mentz et al. [29] analyzed the performance of
different virtual Docker container networking drivers, such as
the host, bridge, macvlan, and overlay network modes, all of
which utilize virtual drivers to add new network connections
between containers. They conclude that the simpler the driver
to be used and the more abstractions it provides, the lower
the performance gain is. This insight results in the need to
reduce abstraction layers in container networking as much as
possible to improve overall performance. Struye et al. [30]
analyzed the macvlan driver, bridge, and host networking in
terms of network performance within LXC, Docker, and rk.
They found that, on average, using the macvlan driver with
LXC delivers the highest throughput and the lowest increase
in latency compared to bare-metal, indicating that LXC is a
valid choice for analyzing container network performance due
to its lightweight design. They did, however, not focus on
per-packet and per-flow tail-latency performance, required to
identify rare events causing high latency spikes.

Ara et al. [31] evaluated the performance of software
switches by using LXC on the sending and receiving sides.
They compared kernel networking with VPP and SR-10V, con-
cluding that SR-IOV outperforms VPP in terms of throughput.
Software solutions outperformed SR-IOV on a single host for
latency, while SR-IOV exhibited lower latency in multi-host
scenarios. However, their latency measurements were limited
to mean values, lacked tail latency analysis, and did not include
high packet rates. Wiedner et al. [17] analyzed the usability of
namespaces in combination with SR-IOV and compared this
to containers on a line topology, showing that much higher
throughput can be achieved using SR-IOV. In contrast, latency
remains stable with namespaces, with tail latency rising at the
mean. De Oliveira et al. [32] analyzed the performance of SR-
IOV in combination with a Docker container, showing that
using a container only adds a small overhead compared to
other virtualization solutions while providing stability benefits
due to the isolation from other processes.

Rathore et al. [33] compared the performance of KVM and
LXC containers as virtual routers. They benchmarked up to
eight concurrent VMs or containers in terms of latency and
throughput using SR-IOV and kernel networking. Although
LXC achieves higher packet rates and slightly lower latencies
than KVM, they advise against using containers; kernel net-
working is less isolated, and limiting CPU utilization spent on
the network stack per container is impossible.

III. MEASUREMENT METHODOLOGY AND SETUP

Based on this background and state-of-the-art analysis, we
are aiming to investigate to what extent SR-IOV-supported
container networking provides stable low-latency performance
in both simple and complex topologies. This examination
enables the provision of recommendations for their use to



improve the utilization of multi-container-based systems and
resources for network and service management. This research
question also aims to introduce a system-level mechanism
to reduce latency in multi-container setups. To achieve this
goal, we describe in the first step a precise and accurate
measurement methodology and hardware configuration that
enables to investigate these questions.

The network performance of containers is evaluated using
three hosts: a timestamping host, a load generation host (Load-
Gen), and the device under test (DuT) running containers.
Figure 2 depicts the setup derived from [1], [2]. Using separate
hardware hosts eliminates the influence of the measurement
process on the results, enabling precise latency measurements.

Timestamper
e-—ow
L

A A
> V > >
LoadGen Y DuT
< < <

Figure 2. Experiment setup based on HVNet [2]

A. Overview

The LoadGen generates UDP datagrams based on IPv4
packets using MoonGen [34], a high-performance packet gen-
erator capable of saturating a 10 Gbit/s link with a single
CPU core and precise timing using user-space networking with
DPDK. The machine has an Intel Xeon Silver 4116, 192 GB
of RAM, and a dual-port Intel 82599ES 10-Gigabit SFP+ NIC
connected to the DuT via optical fibers.

The DuT hosts LXC 4.0.6 topologies on Debian 11 with
real-time (RT) patches. According to Gallenmiiller et al. [35],
an RT kernel is preferable over others when cores are shared.
Furthermore, an RT kernel aims to achieve deterministic
behavior, especially in tail latency, and is therefore selected
for this paper [35]. The DuT features an AMD EPYC 7551P,
128 GB RAM, and two interconnected dual-port Intel X710
10Gbe SFP+ NICs. One port on each NIC is connected to
the ingress and egress of the LoadGen. Datagrams arrive at
the ingress, are processed by the container topology, and are
returned to the LoadGen.

The timestamper is connected to the ingress and egress
via passive optical terminal access points, introducing twice
the same constant delay, which is not visible in the latency
calculations. Each packet carries an unique identifier, allow-
ing the correlation of packets to calculate the exact latency
through the topology. The calculations are performed by the
MoonSniff framework [34] using the hardware timestamps of
the corresponding NIC, unaffected by the software capturing
the packets. This methodology allows latency to be gathered
without inducing measurement artifacts. The timestamper is
equipped with an AMD EPYC 7542, 512 GB RAM, and an
Intel E810-XXVDA4 25-Gigabit NIC flashed to 10 Gbit/s
providing 1.25ns precision [36]. These NICs allow retrieving
hardware timestamps for each packet on ingress, and therefore,
we utilize a third machine connected via passive optical
terminal access points to retrieve both times, before and after

the DuT, in the ingress direction [36]. Each measurement was
repeated at least three times.

To ensure reproducibility for the experiments, we use the
plain orchestration service (pos) by Gallenmiiller et al. [37].
pos relies on non-persistent live images to facilitate a pristine
system for each series of experiments. The system controls
bare-metal machines and VMs via IPMI. For containers, the
VirtualLXCBMC is employed [10]. We use a set of scripts
interacting with PostgreSQL to evaluate the collected packet
dumps.

B. Optimizations

Several optimizations are applied to the OS kernel and
the containers. Related work [38], [39] suggested turning off
energy-saving features, read-copy updates, and activating poll
mode when a core is idle. By turning off logging to reduce
CPU usage, the latency for some packets can be reduced.
Moreover, configuring IRQ affinity for core 0 steers interrupts
to core 0, and we exempt this core from processing packets.
Furthermore, simultaneous multithreading (SMT) is disabled,
as it does not aid in handling interrupts [20]. The AMD HPC
guidelines [39] suggest turning off C2 states, as it lowers
power usage and puts a core into deep sleep. This sets the
performance governor, preventing the CPU from scaling down
its frequency and avoiding disruptions in packet processing.

The containers in the experiments have no additional appli-
cations running; the kernel and network namespaces handle
all packet processing. We do this to ensure that we analyze
the network and not the applications. Each container runs an
array of libraries, including journaling, a DHCP client, an SSH
server, and a dbus daemon, all of which require CPU time.
Limiting all containers’ user and system slices to CPU core 0
reduces work unrelated to processing IRQ handlers.

C. Arbitrary Flow Injection

Examining complex networking scenarios includes user-
defined flows. A flow is a group of packets sharing the
same destination IP address and port for this article. This
objective can be accomplished by following the instructions
by Wiedner et al. [2]. Their methodology involves SR-IOV on
the ingress and egress interface of the DuT (cf. Figure 3) and
passing a tuple of VF (ingress_vf,egress_vf) to each VM.
When the ingress NIC receives frames, they are associated
with the VF’s MAC address. Consequently, the NIC sets the
upper bound for the number of nodes and logical connections
supported to the maximum amount of VFs the NIC can
provide, in our case, up to 64 nodes with one connection per
node. In Figure 3 is the interface with its VFs connected to
the egress of the LoadGen called ingress, and 0-2 on this
interface represent the VF numbers which are attached to the
ingress interface—in of each LXC container respectively. For
the egress interface from our node, the naming is egress and
eg with the reversed principle.

D. Network Topologies on a Single Host

The remaining two ports of the used NICs on the DuT
are connected via a direct-attach cable to provide virtual
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Figure 3. Overview of 3 hosts in line with SR-IOV on all NICs

topologies with real hardware. The logical connection between
two nodes consists of one VF on each of the NICs sharing the
VLAN tag. We use policy routing, a feature of the Linux ker-
nel [21], to route packets based on the UDP destination port.
This setup ensures a packet is transmitted over the physical
wire, introducing delay due to propagation and serialization
on ingress and egress.

In Figure 3, we illustrate how the physical hardware reflects
a logical line topology with length three after combining the
approach in Section III-C and the two interconnected NICs.
Each container receives an ingress and egress VF from the
respective physical NIC. Two lines of the same color indicate
a logical connection between two containers with the same
VLAN ID. For instance, LXCO and LXC1 are connected with
the VFO on port1 and VFQO on port2. Any packet between
the two containers is sent over the physical wire connecting
portl and port2. The interfaces in the container are num-
bered from O to 1, respectively, connected to the corresponding
VFs, numbered from O upwards. We utilize SR-IOV VFs to
provide connections to enable direct memory access, reducing
the influence of the hypervisor on the latency, especially
the tail-latency. Previous work [17] shows that SR-IOV, in
combination with namespaces, improves latency performance
significantly, similar to that used in LXC containers. As such,
we are moving the interface into the container namespace and
providing the container with direct access to the VF without
further system influences, as it would be for container host
networking using virtual interfaces in-between.

VFs from port1 and port2 are assigned to containers in
a best-effort manner, resulting in assignments where memory
must be copied between NUMA nodes. For example, in
Figure 3, a flow with the hops 0-1-2 has to cross NUMA
nodes once to copy the packets into the egress on node 3.

E. Methodology

To reduce complexity and focus on isolated effects, Sec-
tion IV discusses a single flow in a line topology, stressing the
system since every node processes every packet. We employ
line lengths ranging from 1 to 64 containers, explore the max-
imum achievable packet rate, and measure network latencies.
To further stress the system, we use constant-bitrate traffic with
minimal packet sizes, ensuring that the performance observed
is a lower bound to the achievable performance with mixed
traffic and dynamic workload. With these experiments, we
aim to employ a controlled way to reveal why degradation
occurs when scaling container-based packet processing, and
to achieve this, we stress the system to especially expose

bottlenecks. Section V evaluates the performance of multiple
flows in a complex topology. The results are compared with
measurements from related work. To enable this, we use
the same traffic patterns, topology, and packet sizes as in
related work to facilitate a direct comparison between two
systems that provide emulated topologies with low-latency
support. Further information about the specific configuration,
setup scripts, and additional measurement data is provided
in Section VII. We further focus on Linux network space
applications to retrieve insights for commonly usable applica-
tions and not specialized applications developed for user-space
networking, such as DPDK. This focus allows us to identify
performance improvements outside of adapting the application
itself. The complex topology experiments evaluate whether the
bottlenecks identified in the simple topology remain relevant
in realistic multi-flow scenarios and whether containers remain
competitive with VM-based approaches under such workloads.
As such, we have not evaluated packet acceleration techniques
such as XDP or eBPF, which should improve performance
regardless of whether they are used in a container or on
bare metal. However, analyzing these acceleration and their
influence on multiple containers remains future work.

IV. EVALUATION: SINGLE FLOW IN LINE TOPOLOGY

This section presents the maximum achievable packet rate
and identifies bottlenecks from a single flow in a line topol-
ogy. We utilize constant-bitrate traffic with minimal-sized
packets—64 B—for all measurements in this section to stress
the system towards higher rates. With larger packet sizes,
higher throughput is achievable; however, the stress of the
system with the same packet rate remains similar according
to previous work [3]. A more dynamic and realistic workload,
enabled by higher packet-size diversity and different inter-
packet gaps, delivers higher performance, as shown in this
work, serving as a lower bound achievable when stressing the
system itself. We use this series of experiments to compare
different IRQ schedulers and node pinning approaches to
answer the first part of the raised research question and hy-
potheses related to identifying how different pinning methods
can improve the overall throughput and latency of a multi-
container system. Using the single flow line topology, we can
stress the system to reach worst-case values, clearly showing
potential improvements leading to clear recommendations in
the end. Additionally, while the measurements expose low-
level kernel mechanisms such as IRQ handling, NUMA lo-
cality, and TLB behavior, these effects directly shape the
manageability of large-scale, container-based network infras-
tructures. Understanding these bottlenecks enables operators to
make informed scheduling, placement, and resource allocation
decisions across many container-based networking tasks.

A. Packet Rate

We restrict the number of RX and TX queues to one per
interface, as additional queues yield minimal benefits for one
flow [20]. To precisely measure the packet rate and loss,
we gradually increase the packet rate and count the number
of packets sent and received. We measure packet loss for
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Figure 4. Packet loss at packet rate for line topologies with per node pinning.
Each color represents a different length of the line-topology from 1 to 64.

20's per rate before increasing the rate by roughly 1 kpkts/s.
Figure 4 depicts the packet loss with per-node IRQ pinning.
By pinning IRQs to all cores of the NUMA node to which
the NIC belongs, memory copies are minimized. We further
utilize the measurement methodology and setup, including the
networking setup, container configuration, and optimizations
described in Section III.

An interesting pattern emerges for long lines where a single
core handles multiple IRQs. Before packet loss increases
linearly with the packet rate, it can already be observed at
some rates. For example, with 64 hosts, packet loss occurs
in the interval 17.3kpkts/s to 50 kpkts/s, but in the inter-
val 50kpkts/s to 55 kpkts/s no loss occurs. This behavior
is caused by a combination of rescheduling interrupts and
handling soft interrupt floods related to the NAPI mechanism
to load balance between resource consumption and high per-
formance. The NAPI moves from interrupt-based to a polling-
mode to avoid situations where small packet loss occurs due
to a receiving livelock caused by overloading single cores and
therefore shifting soft interrupts with rescheduling between
different cores [40]. This livelock causes an earlier drop in the
processed packet rate before reaching the maximum process-
ing capacity due to rescheduling interrupts and handling soft
interrupt floods before switching to poll mode in NAPI [40].
This can result in a state where NAPI tries to overcome
the receive livelock, moving to poll mode and then back to
interrupt-based operation in a loop, causing additional interrupt
rescheduling to reduce overloading a single core. Between
17.3kpkts/s to 50 kpkts/s IRQs are processed regularly. The
mechanism for dealing with soft interrupt floods explains that
the stable packet rate increases linearly before [41], which
is detailed in the appendix. Although no packets are lost,
the latency becomes increasingly unpredictable due to the
non-real-time scheduling policy, larger polling intervals, and
scheduling latency. Conversely, the highest packet rates are in
direct conflict with latency.

We analyze two variants of pinning IRQs towards their
influence on latency and causing of additional effects such
as dTLB misses: letting the scheduler decide how to handle
IRQs (no pin) and pinning IRQs to all cores of the NUMA
node the NIC belongs to (pin). For the first variant, we allow
the kernel to schedule IRQs on all cores except the first one,
as it handles other interrupts. To gather the data, we sample
active IRQ threads for 10s with 1inux—perf while the DuT
is processing packets. The data presented in Figure 5 reveals

that pinning IRQ threads to the correct NUMA nodes achieves
a higher packet rate. We address this pinning in the further text
as per-node IRQ pinning.

NUMA locality explains why lines with an even number of
nodes generally achieve higher packet rates than those with an
uneven number of nodes. The DuT, equipped with the first-
generation AMD EPYC processor, has four NUMA nodes.
Ingress is attached to node 1, while egress is attached to
node 3 as depicted by Figure 3. When using an odd number
of containers, the egress IRQ handler must copy memory
from node 1 to node 3. However, memory is copied within
the same node using an even number of containers. The
PCle bus delay remains constant in both cases; using an
even number of containers bypasses the memory copy across
NUMA domains at the final node in the line. In line with our
data, Emmerich et al. [18] measured a penalty of 20 % on the
packet rate for inadequate NUMA assignment.

With more nodes, the packet rate drops noticeably due to
increased dTLB cache misses, especially with 64 containers,
resulting in around 13 % dTLB misses. The dTLB caches
recent mappings of virtual to physical memory addressing;
more details about the dTLB cache are available in the
appendix. If a mapping between a physical and virtual page is
absent in the dTLB, an expensive page walk stalls the current
cycle due to multiple slow memory accesses. Two factors
contribute to increasing dTLB pressure: the high packet rate
and core overcommitment when handling IRQs across more
than eight containers. This makes it clear that dTLB cache
misses due to a high packet rate or core overcommitment are a
major bottleneck. To reduce this influence, network and service
management tasks include avoiding core overcommitment and
load balancing when high packet rates are expected. When
using 16 containers, the packet rate drops to less than half
that of 8 containers. This performance degradation stems from
each core effectively processing two IRQ handlers resulting in
inefficient scheduling.

None of the line lengths can saturate the maximum line
rate of 10 Gbit/s divided by the number of used VFs per
NIC. For example, a line with 64 containers with per-node
pinning can achieve a throughput of 31 Mbit/s while the line
rate per VF is at %‘;it/g = 159 Mbit/s. Although SR-IOV
incurs overhead, the OS and hardware bottleneck dominate the

physical limitations.
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Figure 5. Packet rate and number of dTLB misses for line-topology of length
between 1 and 64 container for both with and without IRQ pinning
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Figure 6. Latency HDR diagrams of line topology lengths for the maximum
packet rate without packet loss; no IRQ pinning (top) and per node IRQ pin
(bottom)

First, we measure at the maximum achievable packet rates
reported in Figure 5 to stress the system while avoiding
overload, which would harm latency [35], [42]. Second, a
packet rate of 17.3kpkts/s is employed as it is below the
maximum packet rate for lines up to 64 and the lowest packet
rate our script could generate. From multiple runs, the run
with the highest worst-case latency is selected. High-dynamic-
range (HDR) diagrams visualize the latency distribution by
highlighting the impact of outliers in a dataset with logarithmic
scales on both axes. This approach enables us to focus on the
latency tail.

Figure 6 shows the latency distribution of a line topology
with selected lengths without IRQ pinning in the top diagram
and the bottom one with per-NUMA node IRQ pinning at
the respective maximum packet rate. Due to varying packet
rates and our Intel X710 NICs batching aggressively on lower
packet rates [35], the latencies in the two HDR diagrams
are not comparable. Without IRQ pinning, tail latency is less
predictable, leading to frequent spikes. For example, at the
99.9" percentile, a line with four nodes outperforms a line
with two nodes. Furthermore, past the 99.99*" percentile, a
sharp increase in latency is observed for four nodes, indicating
that an interrupt was scheduled on the same core as the IRQ
handler. Comparing the two HDR diagrams shows that IRQ
pinning reduces latency and improves predictability. While
the lower percentiles exhibit similar values, with IRQ pinning
showing slightly lower latencies, the tail latency diverges past
the 99.9*" percentile. For instance, the tail-latency of a four-
node line is at 7400 us without and 678 us with IRQ pinning.
With more than eight nodes, the effect of cores processing
more than one IRQ handler becomes apparent. Even at the
median, the latency of a 16-node line with 1094 us diverges
from the linearity of an 8-node line at 335 ps.

To further investigate the impact of IRQ pinning, Figure 7
compares the tail-latency of IRQ pinning per-NUMA node and
per-core. When pinning each IRQ handler to a single CPU core
located on the same NUMA node, we are limited by the AMD

EPYC 7551P to lines of length 8. Seven cores are necessary
for the VFs on port1 and port2 (cf. Figure 3), and one core
each is required for the ingress and egress. In scenarios where
the number of containers in a chain is fewer than the number
of per-NUMA CPU cores, per-core IRQ pinning results in

stable, lower-tail latencies. While up to the 9gth percentile,
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Figure 7. Latency HDR diagram of line topology lengths for the maximum
packet rate without packet loss when utilizing either per-node or per-core pin

the latency is identical; rare rescheduling interrupts cause the
tail latency to diverge when pinning IRQ handlers to NUMA
nodes. A significant improvement is observed at percentiles
above the 99.9'" percentile for eight nodes. When comparing
lengths one and two, 99.99% of the recorded events are
relatively close, with diverging tail latency past the 99.99%"
percentile. For only one container, the kernel forwards packets
between two NICs; however, for two containers, all four ports
of both NICs are processing packets with SR-IOV, introducing
additional delay. In conclusion, IRQ pinning per core is strictly
superior to per-NUMA-node pinning.

For network operators deploying many chained containers,
per-core IRQ pinning provides the most predictable tail-
latency envelope. However, it limits scalability as it consumes
dedicated cores. Per-NUMA node pinning, although less sta-
ble, supports larger topologies. This tradeoff is essential when
managing multi-tenant environments, where core allocation
policies directly affect latencies.
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Figure 8. Latency HDR diagram of line topology lengths on a rate of

17.3kpkts/s for no pinning of IRQs vs. per-node-pinning

The latency distribution for a packet rate of 17.3kpkts/s
is shown in Figure 8. Most events occur between 100 pus to
1000 pus while latency increases with the number of nodes.
There is no significant difference between the two variants.
Between the 90*" and 99" percentile, the latency of a 64-node
line is higher without IRQ pinning, converging with higher
percentiles.

Most noteworthy are the infrequent, large latency spikes
observed for both variants. For example, with node pinning,
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Figure 9. 5000 worst-case latencies on a rate of 17.3kpkts/s with per-node
IRQ pin

a significant latency spike is observed, reaching 5.2 ms for 4
nodes and 60 ms for 64 nodes. Experiments with the maximum
packet rate shown in Figure 6 do not exhibit such spikes.
To further investigate this phenomenon, we display the 5000
worst-case latencies over time for lines with outliers and node
pinning in Figure 9. One spike at 38 s is observed across four
nodes, caused by a rescheduling interrupt. The same applies
to the spikes displayed for 64 nodes. The kernel scheduler
balances processes across all available cores, resulting in more
rescheduling opportunities, a higher number of containers,
and, consequently, a higher number of IRQs. We did not
consistently observe these spikes in the remaining runs of
the experiment for 1-32 nodes. For example, the other five
repeats with four nodes did not show a spike; with 64
nodes, it occurred consistently in all repeats. Although the
container system with IRQ pinning achieved a nearly loss-
free maximum rate of 64 kpkts/s, when lowering the rate
to 17.3kpkts/s, occasionally packet loss occurs as shown
in Figure 4. As Figure 9 displays, 64-node lines are more
prone to rescheduling interrupts. Each core is overcommitted
by almost 8 times, leading to increasing dTLB misses and
worsening tail latency past the 90" percentile. This shows
that the networking subsystem has no threading bottlenecks
and can be used in multiple containers simultaneously.

We recorded higher latency than related work [10] for a
single host. While our measurements showed a median of
49 ps, related work reported a median of 13 ps. This disparity
can be attributed to their use of PCI passthrough of ingress
and egress, whereas we choose to utilize SR-IOV combined
with PCI passthrough. Furthermore, for their measurements,
they used a simple tc-based forwarder that copies packets at
layer 2 between interfaces, bypassing the complexity of higher
layers.

We found that pinning IRQs to cores yields lower tail
latencies than per-NUMA-node pinning. In scenarios where
more containers are deployed in a line than CPU cores per-
NUMA node are available, overcommitting cores is an option
when the packet rate is low; at higher rates, dTLB misses,
and interrupts are more likely to cause higher spikes. This
insight provides valuable considerations needed to manage
networks when planning to employ multiple container nodes
while aiming to achieve low tail latency.

V. EVALUATION: MULTIPLE FLOWS

Figure 10 shows a network with 12 nodes and 38 flows
based on [2]. Each node is a container illustrated as numbered
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Figure 10. Topology topo of a network with 12 container nodes and 38
flows from [2]

blue circle; the flows passing through a link are noted as edge
description. The arrows of the edges represent the direction
of the flows at this edge. As such, a flow traversing through
two edges is named two times in the figure, a flow traversing
through links three times. We selected this network for the
examination to compare the results with Wiedner et al. [2]
for VMs. As more queues support processing multiple flows,
we use 4 RX and 4 TX. The ring sizes remain at 512. We
aim to analyze the influence of multiplexing flows in our
network on each other. This is especially important when
analyzing the influences of different containers. We therefore
aim to identify whether, in these multi-flow topologies, tail
latency is dominated by co-located high-rate flows rather than
hop count, and to analyze whether multi-queue configurations
reduce tail latency for multiplexed flows. Moreover, we aim
to analyze the impact of the number of queues on results
when using multiple flows, allowing processing across more
than one queue. This comparison and experiments allow us to
verify the second hypothesis related to the research question,
aiming to understand the differences between a VM-based and
a container-based multi-flow multi-node scenario to analyze
the influences of the previously analyzed findings from the line
topology and potential differences when more than one flow
in a complex topology is involved. This provides insights and
will result in recommendations for multi-container network
management.

We use a modified setup based on Section IV. As flows
enter the network at different nodes, it is impossible to
assign NUMA-optimized VFs to all containers. Therefore, we
employ a simple approach by assigning VFs to containers via
enumeration, which is not optimal for all flows; however, as
shown in Figure 8, as the impact of NUMA locality is less
pronounced at lower packet rates. We use the setup described
in Section III, with SR-IOV VFs serving as flow injection
points and for all connections between nodes. The software
used in the container corresponds to that used for the network
evaluation in Wiedner et al [2]. The flow rate and paths respect
the maximum packet rate per link to avoid overloading. Each
container is pinned to a specific core and handles multiple
flows. The CPUs and IRQs are pinned to the same cores as
in Wiedner et al. [2]. The packet size is 363 B and the packet
rates range between 1Mbit/s to 294 Mbit/s. Measurement
duration is 175s.
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Table II
5 MOST AFFECTED FLOWS BY WORST-CASE LATENCIES

Flow hops rate  worst-case latency
Flow 25 2 hops 293 Mbit/s 411 ps
Flow 31 3 hops 94 Mbit /s 394 us
Flow 29 2 hops 68 Mbit /s 370 us
Flow 37 2 hops 68 Mbit /s 369 us
Flow 22 2 hops 73 Mbit/s 361 s

A. Packet Rate

Initially, we measure the aggregated packet rate across all
flows in two scenarios, as shown in Figure 11. First, the
affinities of the IRQ threads are set to all NUMA node cores
associated with the two NICs. Second, let the scheduler decide
where to run the IRQ threads. The TX rate indicates the
number of packets sent by the LoadGen, while the RX rate
reflects the same after passing through the network on the DuT.
The data reveal that packets are lost without IRQ pinning,
resulting in 1.19 % of packets being lost. An unstable packet
rate can be attributed to the scheduler assigning IRQs to cores
that do not belong to the NIC’s NUMA node, resulting in
memory accesses across NUMA boundaries. The variant with
per-node IRQ pinning achieves a stable packet rate almost
identical to the TX rate, with only 6.7 x 10~ % of the packets
lost. Therefore, IRQ pinning is necessary to achieve a stable
packet rate; we will use per-node IRQ pinning going forward.

B. Tail-latency

The tail latencies for the five flows with the highest latencies
are coined by two large spikes shown in Figure 12, not
observed for VMs [2]. Based on the recorded interrupts, there
are two causes for the observed spikes: A TLB shootdown
caused the first spike at 55s as shown in Figure 12; details
about TLB shootdowns are in the appendix. The second spike
at approximately 120s is caused by a rescheduling interrupt
and a subsequent IRQ handler migration [43].

Table II presents more details, such as hop count, rate, and
tail-latency for the selected flows. Flow 25, with the highest
packet rate, has the highest latency; none of the flows with
1 Mbit/s are among them. Hop count is irrelevant to tail
latency because each link processes packets in separate queues.
Among the flows distributed across the network, only flows
29 and 37 traverse the same link between nodes 6 and 12,
indicating that no resource competition occurs.
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Figure 12. 5000 Worst-case latencies events for the 5 most affected flows
after traversing through topo
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Figure 13. Latency HDR diagrams of flows through topo with per-node
pinning

C. Latency

Figure 13 presents the latency distribution. Figure 13a shows
the latency distribution of 2-hop flows with a rate of 1 Mbit/s.
The tail latencies are similar, except flow 21 ducks with 262 us
past the 99.999*" percentile compared to flow 9 with 190 ps.
Flows 1, 9, 10, and 21 pass the same links between nodes 8 and
12, sharing VFs. Due to RSS [20], flows are distributed across
queues with each having a separate IRQ handler. Scheduling
the IRQs on multiple cores may introduce varying latencies,
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Figure 14. Latency HDR diagram comparing flows traversed through topo
for both LXC and VMs as nodes [2]

which explains the higher latencies observed in flow 21.

Figure 13b shows the latency distribution of selected 3-
hop flows. All 3-hop flows exhibit higher latency than the
2-hop flows. Flow 31 has a higher throughput of 94 Mbit/s
compared to the other flows, which are at 1Mbit/s, not
necessarily resulting in higher latencies. A more critical factor
is the aggregated load of flows passing through the same node.
For example, flow 20 runs alongside flow 25, with a rate of
293 Mbit/s. Flow 31 has a higher median latency than Flow
20, but its worst-case latency is lower. Only for rare, singular
events is the latency of flow 31 higher than that of flow 20.
Figure 13c compares the latency distribution of selected two
to five-hop flows. Latency increases with the number of hops,
though not linearly. The difference between 2 and 3 hops for
the flows is small, while the difference between 3 and 4 hops
is more pronounced.

To contextualize the results, we compare the tail latencies
of our approach with the results of HVNet [2]. Figure 14
emphasizes lower latencies for our approach for all percentiles.
For up to the 99.9th percentile, the difference is considerable,
with a median of 82 us for our approach and 144 ps for HVNet
for flow 30. Due to space constraints, we only show the
HDR diagrams for flows 20, 30, and 33. Towards the higher
percentiles, the latencies of LXC and HVNet converge. For
some flows, we observe slightly higher tail latencies than in
HVNet, which is attributed to rare rescheduling interrupts. For
example, flow 33 shows about 12 us higher tail latency than
HVNet. VMs are less performant than containers due to the
additional overhead required for memory management. The
guest OS cannot control the physical machine memory for
mapping virtual to physical pages; this is the hypervisor’s job.
Advanced features, such as nested page tables, are unavailable
for our first-generation EPYC CPU. Hence, the hypervisor
maintains a shadow page table for each guest OS. Whenever
the hypervisor detects a guest page fault, it updates the shadow
page table, which introduces additional overhead. In contrast,
containers operate within their own virtual address space,
eliminating memory management overhead.

D. Queue Configurations

Additionally, to provide recommendations toward queue
configuration for network and service management, we inves-
tigate the impact of different queue configurations on the tail
latency. Previously, we tested the default configuration with 4
RX and TX queues; now we compare it with 1 queue each.
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Figure 15. Latency HDR diagrams for queue configurations; node 1-2 (top)
and node 10-12 (bottom)

First, the effect of one high-throughput flow on the latency
of other low-throughput flows is investigated. As an example,
the top diagram of Figure 15 shows the latency distribution
of flows 20, 25, and 30 between nodes 1 and 2, where
flow 25 has a throughput of 293 Mbit/s and flows 20 and
30 1Mbit/s. Flow 25 remains unaffected by the number
of queues. However, using only a single queue significantly
affects the latency distribution of the other flow. Due to RSS,
they are distributed across all queues, so a core other than
the one handling flow 25 processes the IRQ handler. When
using only a single queue, the IRQ handler processes 293
packets of the high-throughput flow for every packet of the
low-throughput flow, resulting in higher latencies. Second, the
effect of a high number of low-throughput flows over a single
link. The link between nodes 10 and 12 provides an excellent
example with seven flows. All flows have a throughput of
approximately 2Mbit/s. No other flow passes through the
same link. The bottom diagram of Figure 15 demonstrates
clearly that for the percentiles lower than 99.9t", four queues
provide lower latencies than 1 queue, whereas this remains
unclear for higher percentiles. As expected, the results show
that more queues allow lower latencies for multiple flows.

VI. RECOMMENDATIONS

Containers are a more lightweight alternative to VMs for
non-critical network applications with relaxed real-time re-
quirements. We observed lower latencies for containers than
VMs for the same topology. However, hardware choices must
be carefully considered, as NUMA locality significantly im-
pacts system performance, with the upper bound set by the
CPU cores on the NIC’s associated NUMA node. Latencies
are stable when pinning IRQs to dedicated cores, followed by
pinning them to the NIC’s NUMA node as the second-best
option, with latency spikes due to interrupt rescheduling. This
is important when considering the usage of multiple containers
with low-latency requirements. It is therefore required to
distribute the load to improve the performance of pinning IRQs
to the respective nodes without overcommitting resources.

We cannot recommend using multiple containers for ap-
plications with hard real-time requirements. Even if newer
developments in the kernel, such as threaded NAPI for polling
packets, may improve this situation, especially when packet
rates change and NAPI switches between interrupt-based and



polling mode, as well as issuing softirqs during this time,
reduce the benefits and harm, especially the tail latency. Our
experiments demonstrated that containers cannot fulfill the
strictest 5G URLLC requirement of 0.5ms with the kernel
networking stack. It is impossible to sufficiently isolate CPU
cores from the kernel to avoid interrupts, confirming the
assessment by Gallenmiiller et al. [44]. To overcome this chal-
lenge, a more exclusive isolation technique, similar to VMs,
would be needed to reduce the number of interrupts and their
impact on different instances. However, applications with more
relaxed real-time requirements can benefit from it. Examples
include service-function-chaining [45], 5G network slicing
with virtualized packet processing [46], and network digital
twins [47]. Finally, we recommend using as many queues as
flows per link, as this reduces latency. Although more queues
increase context switching, but reduces the overall latency.

VII. REPRODUCIBILITY

To reproduce our results, we provide setup scripts and all
figures, including repeats not included in the paper due to
space constraints, on our accompanying website'.

VIII. LIMITATIONS

Hardware availability limited our experiments to a single
setup. We have analyzed in Wiedner et al. [3] the differences
for a single container between the setup used in this paper and
an Intel-based setup, showing that the analyzed Intel machine
is superior; however, even these systems are, in general, of
the same generation as the used AMD machine. Due to
current unavailability, future work will include experiments
on monolithic Intel and AMD CPUs with faster interconnects.
A CPU with more cores per-NUMA domain could enable a
higher number of containers. Due to this limitation, the shown
results correspond in detail to the hardware setup used.

In our examination, we focused on kernel-level packet
forwarding, as introducing a more complex application would
incur additional latency due to memory transfers to the user
space. Moreover, additional delays would be introduced when
using cores from another NUMA node. Furthermore, we
analyzed only kernel-space and left user-space networking
across multiple container instances for future work.

Furthermore, we focused on artificial traffic patterns and
topologies. As such, a more realistic, dynamic workload in-
fluences results in terms of latency and achievable throughput.
However, our measurements provide a lower bound on achiev-
able throughput and an upper bound on achievable latency.

IX. CONCLUSION

Our work demonstrated that containers are a viable alterna-
tive to VMs for real-time networking when using the flexible
kernel networking stack. Our results demonstrate that it is
possible to reduce the impact of concurrent containers on one
another through careful optimizations. Network emulators can
benefit from the flexibility and scalability of containers while
maintaining low latencies. Various solutions implementing

Ihttps://tumi8.github.io/extended-applicability-hwsupported-containers

containers, such as Containernet, already exist. However, they
typically rely on kernel-based virtual networking, negatively
impacting tail latencies [2]. Using real hardware and scaling
with SR-IOV significantly improves latency. We have demon-
strated that our approach can achieve stable, low latencies.

In this work, we measured the packet rate of containers in a
line topology with up to 64 nodes. NUMA locality is crucial
for achieving high packet rates; therefore, we recommend
pinning IRQ handlers to the CPU cores on the NIC’s NUMA
node. We identified rescheduling interrupts as a significant
factor for higher tail latencies. They can be mitigated by
pinning IRQ handlers to the respective CPU cores to which the
NIC is attached, thereby limiting the line length to the number
of available cores on the NIC’s NUMA node. When using long
lines with 64 nodes, dTLB misses increase to around 12 %,
degrading the packet rate and tail latency.

Moreover, we measured the tail latency of a complex
topology with multiple flows. We found that pinning IRQs to
the NUMA node is necessary to achieve a stable packet rate
without packet loss, as the scheduler is unaware of the NUMA
topology. Comparing the same topology with VMs as the
underlying virtualization technology, containers achieve lower
latencies, with a median latency 62 ps lower on selected flows.
This shows that, with careful configuration of the scenarios,
similar or lower container latencies are achievable, even when
different containers compete for the same resources. A per-
flow worst-case analysis revealed that a flow’s throughput is
a significant factor for tail latency.

In the future, we plan to evaluate user-space networking,
such as DPDK, in multiple containers. Previous work [10]
suggests containers with DPDK can achieve lower latencies
than with kernel networking, reducing the impact of the
kernel. Additionally, we intend to evaluate how different
kernels and schedulers affect the tail latency. Moreover, the
potential impact of newer Linux kernel versions on latencies
must be analyzed. Furthermore, we have yet to assess the
newly introduced EEVDF scheduler in Linux 6.6, which is
expected to offer reduced latencies due to a new latency-nice
value. Finally, we plan to extend the evaluation to multi-host
scenarios and evaluate the scheduling of resources on different
nodes to stay in line with network management policies.
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APPENDIX

We outline previously summarized technical details.

a) dTLB cache misses: : The dTLB cache recent map-
pings of virtual to physical memory addressing to improve the
data accesses, especially for parts that are accessed multiple
times. This effect emerges when adding more containers in
the chain, introducing new kernel data structures that must be
touched for every packet. The aggregate memory footprint of
these structures eventually exceeds the capacity of the per-
core dTLB. When a dTLB entry is not present, the CPU
must perform a multi-level page walk, which stalls the IRQ
handler for several hundred cycles. Consequently, all TLBs are
flushed, causing expensive pagewalks to find the pages to copy
the arriving packets into. Under high packet rates, these stalls
cause back-pressure inside the NIC driver’s NAPI processing
loop, reducing throughput and increasing queuing delay before
IRQ completion.

b) soft interrupts: The system is overloaded when it
spends more than 2ms for ten repeats of processing soft
interrupts. The kernel process ksoftirqgd/n is scheduled to
clear the remaining soft interrupts. Because ksoftirgd/n
runs with the default, non-real-time scheduling policy, it
can be preempted by other processes [42] Additionally, the
ksoftirgd/n processes all remaining softirqs of any kind,
which can result in higher, less predictable latencies for
network softirgs. Moreover, Suo et al. [48] confirms that when
CPU utilization is imbalanced, the kernel reschedules IRQs to
other cores, causing rescheduling interrupts.
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